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Abstract  

We proposed an architecture for a national electronic prescription system. This work is based on the 

HL7 CDA standard to represent the prescription, the ABE encryption to encrypt data, the private 

cloud as a storage solution, and the ABAC model to control access to the system. The proposed 

system is an adequate solution to solve some common medical errors in developing countries such 

as Algeria due to paper prescriptions. Our solution allows the integrity and confidentiality of medical 

prescriptions and offers sufficient flexibility and interoperability level. 

Keywords: E-prescription system architecture; Access control; Biometric card; Health Level 7 

Clinical Document Architecture Release 2; Interoperability 

Introduction 

Since the advent of new information and communication technologies in recent years, many 

researchers have been looking into the possibility of integrating these new technologies to optimize 

patient care. The medical prescription represents one of the most important acts in the therapeutic 

process. The use of medicines is at the heart of primary care, and it involves multiple actors. It is the 

cause of major concerns, particularly in terms of patient safety. Handwritten medical prescriptions 

generate many problems, such as misinterpretation of medicines, medication errors, legibility, fraud, 

safety, and confidentiality issues [1-2]. 

Moreover, according to Roumeliotis et al. [3], it is difficult to follow the handwritten prescriptions; 

they could be lost, misplaced, forgotten, or ignored. We have found that medical prescription is still 

the most widely used by doctors worldwide, despite the contribution of information technology in 

the health field. However, electronic prescriptions (e-prescription) could provide an adequate 

solution to these problems [4]. 

In Algeria, all medical prescriptions are frequently handwritten or printed on paper and hand-

delivered to pharmacists. It is the case in several developing countries. This situation gives rise to 

major concerns such as the incidence of prescription errors, which causes problems for patients, 

including deaths. The use of electronic medical prescriptions enables avoiding most of these 

problems. In Algeria, e-prescription has not yet been adopted, despite the progress made in 

information and communication technologies. Therefore, it is essential to improve the processes 

related to the use of medicines and their prescription. E-prescription has the potential to improve 

the quality, safety, and efficiency of care [5]. E-prescription is part of the larger movement towards 
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increased use of health information technology [4]. In many countries, e-prescription networks have 

been designed and established, creating regional and national networks [6]. Today, the use of an e-

prescription system in Algeria is a national requirement to improve patient safety and healthcare 

quality. 

The traditional prescription process relies on the manual transfer of a paper on which a 

handwritten prescription is written and another service provider's ability to decipher what is written 

on it [7]. According to the literature, there are several definitions of e-prescription. The Centre of 

Medicare and Medicaid Services in the United States defines the e-prescription process as [8]: « E-

prescribing means the transmission, using electronic media, of prescription or prescription-related 

information between a prescriber, dispenser, pharmacy benefit manager, or health plan, either directly 

or through an intermediary, including an e-prescribing network. E-prescribing includes, but is not 

limited to, two-way transmissions between the point of care and the dispenser ». 

Benefits of e-Prescription 

According to the study by Zadeh and Tremblay [1], the main benefits of e-prescription are: 

improving the quality of health care services, increasing the efficiency and effectiveness of prescribing 

and dispensing medications, reducing medication errors, and health care cost savings.  These benefits 

mainly affect prescribers, payers, pharmacies, and patients. In Lanham et al. [4], the authors have 

classified the benefits of e-prescription into four categories: patient safety, improved prescription, 

efficiency/workflow, and cost savings. An electronic prescription will reduce the risk of being 

exposed to the virus due to manipulating paper prescriptions, as in COVID19 [9]. The study by 

Bruthans [10] found the following benefits: reduced errors, time savings for doctors, pharmacists, 

and patients, prevention of adverse drug reactions, and more accurate dosage. The work of Thatcher 

and Acharya [7] specified other benefits: monitoring how prescription drugs get prescribed, 

prescription abuse, and overprescribing. The work of Lester et al. [11] resulted in a significant benefit; 

the meaning of the clinical drug product information is communicated correctly to the pharmacy. 

E-prescription and Clinical Decision System Support 

Sutton et al. [12] have shown the importance of Clinical Decision System Support (CDSS) in e-

prescription systems for patient safety. CDSS determines incomplete or unclear ordering, reducing 

prescribing and dosing errors, drug interactions, and drug-allergy detection. In agreement with 

Roumeliotis et al. [3], electronic prescribing strategies decrease medication errors and adverse drug 

events. Prescription support systems have been the subject of numerous studies in recent years. There 

are several free online systems available. 

In Saverno et al. [13], CDSS in pharmacies includes information on drug interactions. This 

information enables pharmacists to improve the detection of clinically significant interactions. 

However, work shows that these systems may miss some important interactions. Indeed, Saverno et 

al. [13] indicate that many clinical decision support systems in pharmacy function less than optimally 

concerning identifying well-known and clinically relevant interactions. The work of Zamora et al. [14] 

describes a prototype of a system for discovering, analyzing, and visualizing drug prescriptions. The 

proposed system offers a decision support tool. Part of the data source used is the table of 

pharmaceutical prescriptions. This table is part of the electronic clinical history of primary care 

assistance in Barcelona (Spain). The study conducted Syed-Abdul et al. [15] aimed to improve the 

electronic prescription system's efficiency by reducing the risk of inappropriate drug selection and 

physician prescribing time. An intelligent model that recommends the most frequently prescribed 

drugs for a given disease supports this work. This model is based on analyzing one year's data from 

national health insurance claims data in Taiwan. 
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Related Work 

According to the literature, the adoption of e-prescription came after a long and arduous process. 

The e-prescription is just in the early stages of adoption in only a few countries. The difficulty lies in 

infrastructure and development. Indeed, several solutions have been modified and extended 

considerably. According to Zadeh and Tremblay [1], doctors are reluctant to adopt electronic 

prescriptions because of unintentional medication errors that can put patients' health at risk. 

In many countries, the healthcare model is based on the public and private sectors. However, the 

Algerian healthcare model is mainly considered a public sector. Hence, the state is financing this 

sector. In Algeria, the use of manual prescription is widely adopted in the public sector, while the 

printed prescription is the most widely used in the private sector. Few prescribers use prescription 

support software. The Chifa system is based on a smart card. It is part of the modernization of social 

insurance management procedures [16]. This system does not deal with e-prescription. Its main aim 

is to increase the speed of reimbursement for care and medicines. A startup specialized in 

pharmaceutical information systems has proposed a web application [17], which: (i) makes it easier 

for doctors to enter prescriptions, (ii) avoids any confusion or ambiguity for pharmacists when 

deciphering them and (iii) allows subscribing pharmacists to find the prescription on the system and 

to retrieve the equivalence of the drugs prescribed. We have not found any scientific research or 

studies that address or discuss the problem of the use or adoption of e-prescription in Algeria. 

Samadbeik et al. [18] have indicated that developing countries are still using traditional manual 

prescription systems. Khan et al. [19] shows how physicians in developing countries in general and 

particularly in Pakistan spend a great deal of time processing manual prescriptions. Bruthans [10] 

shows the state of the national e-prescription system in 28 European countries; 19 use it daily, one 

seems functioning, two pilot projects, three at the planning stage, two is not functioning, and one has 

limited use. 

Samadbeik et al. [20] study shows different types of the national e-prescription system's models. 

This work has indicated that doctors prefer a centralized architecture and a central national electronic 

prescription database. [18] have reported that some developed countries use a central national 

database of e-prescriptions. However, the work of Bruthans [10] presents a decentralized application 

designed to provide a secure electronic prescription system on a privatized Ethereum blockchain. 

Kim and Kwak [21] present a Korean national project. This paper aims to propose a framework 

focused on preventing unlawful prescription practices in an electronic prescription system and a 

cloud-based national prescription database. The authentication is based on biometrics. Samydurai 

[22] describes a secure patient-centric data sharing framework for patient medical record systems 

stored in the cloud. The prescription made by the doctor is encrypted via ABE. Patrao et al. [23] 

present a patient-centric electronic prescription platform that Portuguese governmental institutions 

have developed. The patient authorizes access to the prescription through his or her electronic card 

and the prescription identifier. This system has the advantage of integrating all patients' electronic 

health records into a centralized system. Omotosho et al. [24] present a steganography and 

antiphishing technique for securing electronic prescriptions to minimize patients' data theft in 

Nigeria. 

Porrasmaa et al. [25] present an e-prescription system developed in Finland. This paper gives an 

overview of the prescription process as well as the architecture and technologies used. Emphasis is 

placed on the use of HL7 standards. Despite the difficulty of implementing the HL7 V3 and CDA 

R2 standards, this work provides a useful model for the specification of e-prescription solutions. 

According to Khalili and Sedaghati [26], semantic medical prescriptions are intelligent e-prescription 

documents. These documents are enriched with dynamic metadata related to the drugs to know their 

content and possible interactions. This work enables the improvement, integration, and 

interoperability of e-prescription systems with other e-health services. 

Our objective was to realize an e-prescription system architecture capable of resolving the 

problems encountered with handwritten prescriptions. This architecture facilitates the exchange of 
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information on prescriptions among stakeholders while ensuring patient safety, confidentiality, and 

information integrity. 

Material and Method 

General Principle of the Proposed Architecture  

The patient presents to the doctor for a diagnosis. He/she presents his electronic card for 

identification. The patient has the right to decide whether to give access to his electronic health 

record. After the consultation, the doctor can log into the system with his electronic identity card or 

a password and username combination. The doctor can then proceed to the composition of the 

prescription with the help of the system. This latter has a module for medical decision support. This 

module checks the quality of the prescription to avoid undesirable drug interactions and allergies. 

Figure 1 gives an overview of our proposal. The general principle is as follows: 
1. The patient consults the doctor.  
2. The doctor, after auscultation, writes the electronic prescription, signs it digitally, and sends 

the prescription to the database. 
3. The doctor prints the prescription with a barcode containing the prescription's ID and the 

digital signature and gives it to the patient. 
4. The patient presents the paper prescription to the pharmacist and presents his electronic 

card for identification. 
5. The pharmacist scans the barcode of the prescription and requests the database to retrieve 

it. 
6. The server sends back the electronic prescription to the pharmacist. 

6. The pharmacist reads the prescription and dispenses the medication to the patient. 
7. After giving the medication to the patient, the pharmacist sends a delivery message to the 

system. 
8. Social Security retrieves patients' electronic prescriptions to reimburse them. 

 

Figure 1. Architecture overview 
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System Components  

Our architecture contains the following components: Actors, a cloud-based storage system, 

clinical document HL7 CDA R2, an encryption mechanism, and a web service to implement it, as 

well as an electronic card, the medical authority, prescription database, and a Module Medical 

Decision Support System (MDSS), and a web portal. 

Actors. In the proposed system, the actors concerned are:   

 Patient: can access his or her electronic prescription to see some details such as 

reimbursed prescriptions. He or she can also consult certain remarks made by the doctor. 

 Doctor: via a web application, he or she can write prescriptions, or consult the patient's 

medical record with his or her consent, or add an observation if necessary. In some cases, 

doctors request tests from patients in the form of a check-up request, in which case the 

labs retrieve these requests and send back the results to the database. 

 Pharmacist: retrieves patient prescriptions to deliver medication to patients. When the 

pharmacist detects an anomaly, he alerts the prescriber. 

 Social Security: manages the patients' accounts that have insurance. It can block the 

reimbursement of medication and care in the case of non-payment. 

National Biometric Card. All actors in the system must use a biometric card to access the system 

or a user name and password. 

Electronic Prescription and Bar-coded Prescription. The electronic prescription will be sent 

to the system, and a paper prescription with a barcode will be printed for the patient. This solution 

facilitates pharmacists' work and ensures that the patient keeps the doctor's instructions handy. 

Web Portal. The portal is the first level of security. It allows restricting access to certain functions 

and content to predetermined groups by associating a user name and a password. Patients will access 

information about their prescriptions and some information that health care providers transmit to 

them. Other actors have access to the applications intended for them according to their role in the 

prescription process. 

Health Level 7 Clinical Document Architecture Release 2. We have chosen the HL7 CDA 

R2 [27] standard to represent electronic prescribing. HL7 CDA R2 is a standard used in several 

countries. It is an essential element for the implementation of electronic prescriptions. The purpose 

of using standards is to facilitate the integration of other components into our architecture. Above 

all, CDA R2 is an XML document. We know that the prescription will be exchanged between several 

stakeholders: insurance companies, hospitals, pharmacies, medical analysis laboratories, and research 

laboratories. XML is indispensable.  

Attribute-Based Encryption Service. It is a web service responsible for transporting the 

doctor's prescriptions to the cloud and from the cloud to the doctor. It is responsible for encrypting 

and decrypting information using the encryption mechanism (Cipher text Policy Attribute-Based 

Encryption CP-ABE [28]). Our solution is an application that can be used with a personnel computer, 

tablet, or smartphone. The latter have various computing power. The use of web services will help 

to overcome these constraints. We choose the SOAP (Simple Object  Access Protocol) [29] protocol 

to implement our web service. We have noticed that the REST (REpresentational State Transfer) 

[29] architecture is more flexible and consumes fewer resources. In contrast, the SOAP protocol is 

more secure. It is a strong argument, especially in this context where medical data is a confidential 

resource that requires a high degree of security. 

Cipher Text Policy Attribute-Based Encryption Mechanism. The biggest obstacle to the use 

of e-prescriptions is undoubtedly data security. Indeed, storing confidential information such as the 

medical health record or medical prescriptions in the cloud requires guaranteeing this data's security 

and confidentiality. The most commonly used mechanism to protect information is Attribute-Based 

Encryption (ABE). We have opted for CP-ABE. It is the most appropriate encryption mechanism in 

a cloud environment, and it is a powerful asymmetric encryption mechanism. 
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Medical Authority. It is responsible for the system. It manages the administration and 

registration of the various stakeholders. Its role in our architecture is to deliver public keys and private 

keys. This authority plays the role of Public Key Infrastructure. 

Access Control. It ensures the confidentiality and integrity of health data. The policy-based 

access control techniques improve the flexibility in access control. Attribute-Based Access Control 

(ABAC) [30] is one of the most popular models. This model is more flexible, consequently enabling 

more fine-grained access control. Besides, the ABAC supports dynamic environments with frequent 

modifications to user permission. Moreover, ABAC resolves RBAC models' role management issues 

and provides a platform for easier cross-domain authorizations. The dynamism and flexibility of the 

ABAC model constitute a significant cause of our choice. 

Decision Support System. The prescribers must be vigilant. Drug interactions are frequent. The 

risk of serious drug interaction increases with the number of drugs on a prescription. Many computer 

programs exist for the verification of drug interactions. This software is mostly paid for. In our work, 

an electronic decision support system is useful. We have proposed an alert system for drug 

interactions. This system must be upgraded regularly to help prescribers. This system is part of a 

project based on artificial intelligence for fraud and anomaly detection in health care. 

Prescription database. It is stored in the cloud. It contains electronic prescriptions. 

Cloud. Nowadays, prescribers write several prescriptions every day. In addition, the 

functionalities that an e-prescription system will offer, such as prescriptions' consultation, 

prescription renewal, and consultation of specific data (e.g., drug data). Therefore, the cloud solution 

is essential. We have chosen the cloud as a storage solution. The cloud allows gaining reliability, 

agility, and flexibility. Indeed, many arguments in favor of the adoption of cloud solutions, especially 

in the field of e-health. Data is vast and, at the same time-critical. We opted for the private cloud. We 

want to have full control over medical information and enhance patient data security and privacy. 

Results 

All actors go through the web portal to interact with the system. Figure 2 illustrates these 

interactions. 
1. The patient consults the doctor. 
2. The doctor writes the electronic prescription. With his electronic business card signs the 

document digitally and sends it to the system. 
3. The medical decision support module monitors the e-prescription and sends alerts in case 

of drug interactions. 
4. The web service retrieves the e-prescription and encrypts the information contained in 

CDA R2. 
5. After encryption, the web service sends the e-prescription to the cloud to be registered. 
6. The physician prints a paper copy of the e-prescription with a barcode containing the 

digital signature and the prescription code and gives it to the patient. 
7. The patient presents the paper prescription to the pharmacist and the biometric card for 

identification. 
8. The pharmacist scans the prescription's barcode and requests the system to retrieve it. 
9. The web service retrieves the encrypted prescription and decrypts it. 
10. The web service sends the decrypted prescription to the pharmacist. 
11. The pharmacist dispenses the medication to the patient. 
12. The pharmacist sends a delivery message to the system to indicate that the patient has 

retrieved the e-prescription. 
13. Social security sends a request to the system to retrieve e-prescriptions. 
14. E-prescriptions are sent to the web service to be decrypted. 
15. The web service transmits the decrypted prescriptions to the SS.  
16. Social Security can make changes in patient accounts. 
17. The patient consults these prescriptions. 
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Figure 2. Detailed of architecture 

In the case of prescription renewal, the pharmacist sends an alert to the doctor for a renewal. If 

the doctor accepts, he or she sends the same prescription with a different identifier to avoid 

duplicates. Another case is the change of prescription. The pharmacist sends a request to change the 

e-prescription to the doctor. If the doctor agrees to change the e-prescription, they prescribe a new 

one and send it to the database. Then, the first e-prescription becomes invalid and will be deleted 

from the database. 

Prototype Implementation  

In this section, we wish to show the feasibility and practicality of the proposed architecture. We 

present an illustrative example to explain our proposal. For that, we use the following scenario: 

 Patient consults a doctor 

 Doctor examines and diagnosis the patient 

 Doctor logs into the system 

 Doctor inserts the patient's electronic card to collect personal information. If the patient 
has no card, the doctor enters the patient's personal information manually. Then the doctor 
can do the following: 

 Prescribe medication 

 Make a guidance letter 

 Add an observation 

 Request analyses 

 Access the old prescriptions and view his health record 

When the doctor validates a prescription, an XML code in CDA R2 format is generated. In the 

case of drug interaction, the system sends an alert. Figure 3 shown the medication prescription form. 
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Figure 3. Medication prescription form 

Then we use the SOAP web service to transfer and encrypt the file using the CP-ABE library. 

After that, the system sends the prescription information to the prescription database, and the doctor 

can print a copy for the patient. Figure 4 illustrates the list of a patient's prescriptions. 

 

 

Figure 4. List of a patient's prescriptions 

At the pharmacist's, the patient presents his electronic card or a printed prescription. Then the 

pharmacist begins the delivery phase (Figure 5). Any undelivered medication takes the "undelivered" 

state, and each prescription has a limited duration. Beyond this time, the prescription takes the invalid 

state. Besides, the doctor can renew a prescription within a specified period. 
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Figure 5. Prescription viewed by the pharmacist 

Discussion  

This work presented an initiative for the construction of an electronic prescription system in 

Algeria. The use of e-prescription has a definite impact on improving patient care quality, but to date, 

its use remains marginalized in developing countries such as Algeria. According to Hanseth and 

Bygstad [31], e-prescription systems are built after several developed countries' initiatives. Nowadays, 

these systems are widely adopted. 

Depending on the state of the art carried out, the major work's main objective is to improve the 

prescription process thanks to recent technologies. We also found studies focused on the nature of 

the architecture [7], models based on data security [9], others on the transmission of the prescription 

[24], and those interested on how to help the practitioner to make a decision [12]. Indeed, in our 

solution, we have tried to benefit from the proposals developed in all the works studied since 2016.  

A prescriber issues a prescription electronically. It is electronically signed and securely transmitted 

for dispensing in our system. We have tried to integrate the various components of a secure e-

prescription system, such as the digital signature and encryption. We have used the cloud; it is 

necessary for a large amount of information and the charge to support it. Another strong point is the 

use of the HL7 CDA R2 standards with soap web services to make our solution as interoperable as 

possible. For the encryption, we opted for ABE encryption for its flexibility. Indeed, this mechanism 

is well suited for healthcare in a cloud environment. The bare code helps to secure and authenticate 

the prescription. It shields stakeholders from the risk of fictitious prescriptions and fake prescriptions. 

Our e-prescription systems use modern technologies to enable communication and the transfer of 

information between the stakeholders. On the other hand, the e-prescription system in Algeria is 

facing many challenges, especially in rural areas such as [32]: (i) unavailability of the required 

infrastructure (e.g., internet connection) (ii) lack of awareness of the patients and healthcare staff and 

acceptance of receiving e-prescription system services via the internet.  

To situate our work, table 1 gives some differences between the traditional prescription system 

and the e-prescription system in the Algerian context. Table 2 compares our work with other 

solutions regarding flexibility, interoperability, data integrity, confidentiality, and access control. 
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Table 1. Traditional prescription system and e-prescription system 

 Traditional prescription system E-prescription system 

Legibility  Low Very high 

Drug Interactions High Very low 

Errors High Very low 

Security and privacy Low High 

Pharmaceutical services Low High 

Traceability  Low Very high 

Information sharing Very low High 

Dispensing medication Low High 

Fraud High Low  

Patient’s knowledge of their 
medication 

High Very low (if the prescription 
is not printed) 

 

Table 2. Comparison of work 

Work Flexibility Interoperability Data Integrity Privacy Access control 

[7]           

[23] x x       

[24] x         

Our solution           

Limitations  

Nevertheless, this work has some limitations: 

 There is a possibility of intercepting data while it is waiting to be encrypted. 

 It is difficult to demonstrate stakeholders' satisfaction empirically due to the diversity of 
their professional and technological backgrounds and their reluctance to change, which 
may condition the solution's success. 

As future work, we envisage several possible extensions or improvements to our system. We are 

inclined to study new technologies such as blockchain for a decentralized e-prescription system in 

the current state. Besides, the future work may produce a system with more functions and higher 

security and privacy persevering mechanism in a further project. 

To sum up, tn this work, we have proposed a national e-prescribing system by developing a new 

architecture. We have determined our architecture's different components: the HL7 CDA R2 clinical 

document, a module to treat drug interactions, cloud, and the CP-ABE encryption mechanism to 

protect medical data. We used the ABAC model to secure access to electronic prescriptions. The 

proposed architecture guarantees patient privacy and a flexible e-prescription system.  
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